CYBER SECURITY ON THE MIND?
A COLLECTION OF CYBER SECURITY ARTICLES FOR THE BUSY EXECUTIVE

Data compromise and system breaches have become commonplace in our society—over a billion
personally identifiable information records are stolen each year—boards and executives recognize
they’re being held accountable for the data entrusted to their organization. A mistake or malicious
act in cyber security can lead to loss of data, trust, customer base and more. If not properly managed,
cyber risks can lead to your organization’s demise … unless you take action now!
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The severity and effect of cyber
threats have changed the landscape
in which governments, corporations,
individuals and financial institutions
of all sizes and complexities operate

– The Department of Defense

CYBER SECURITY IS NOT AN “IT” PROBLEM
IT’S EVERYONE’S PROBLEM!

We know that the most effective cyber security programs rely on much
more than technical solutions to protect an organization’s information.
In today’s environment, cyber security is truly a shared responsibility
that includes all people, processes and technology controls.

The list of cyber security threats
targeting vulnerabilities in people
(not technology) is growing.

Everyone in your organization plays a critical role in your cyber security risk management strategy.
Cyber security is not simply an IT problem and is clearly “our shared responsibility”. The best risk management programs
take into account the right roles and responsibilities for everyone in your organization.
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The Board Room

Setting the tone from the top:

Prioritize

Directing management to give cyber security the appropriate attention sets the tone for your entire organization.
Expect your organization to complete a formal assessment of cyber security risks, using outside experts and

Assess
Monitor

following guidance from a proven risk assessment framework.
(Examples: NIST 800-53 or SANS 20 Critical Controls)
Establish expectations that your board will be updated regularly on cyber security risk management updates.

Executive Management

Establishing day-to-day priorities:

Organize
Assign
Communicate
Prepare

Assign responsibility for coordinating your cyber security efforts and build security into your day-to-day processes.
Assign appropriate resources; people and budget to the cyber security function.
Act as a champion for your organization’s cyber security efforts. When staff see that executive management has
made cyber security a priority, it naturally will become a priority for everyone.

Everyone in your organization,
from the break room to the board
room, has a critical role to play!

Cyber security risk management programs are not complete if you don’t have plans in place to respond to an
incident or breach in your environment.

The Team

Ever yone needs to do their part to reduce social engineering & other staff related risks:

Training
Awareness
Confirm

Attend all available staff training events on acceptable use of company computers and resources.
Pay attention to news stories about cyber-crime. Often, just simply knowing about the latest attack methods can
change an individual’s behavior and reduce risk.
Think before opening attachments or clicking on links in emails, especially when they are from unsolicited sources.
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TRANSPARENCY & INDEPENDENCE:
LIFTING THE VEIL OF MYSTERY BETWEEN YOU & YOUR IT DEPARTMENT

WHY IS THERE SO MUCH MYSTERY AROUND A CRITICAL BUSINESS
FUNCTION?
By working with experienced outside resources who understand
which initial and follow up questions to ask, Boards and Executives
can bridge the knowledge gap, providing transparency, between
themselves and their IT departments.

EXECUTIVES

IT

To effectively manage cyber security, you need
greater transparency into your company’s IT
activities plus an independent evaluation of
the adequacy of what your organization is
doing to protect data

BOARDS
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TRANSPARENCY MATTERS
One of the greatest challenges facing most Boards
& Executives is the complexity of the IT world.

IT departments generally operate in one of these three communications models:
PROACTIVE
where IT departments proactively educate boards and executives on the risks of cyber security and provide meaningful help as initiatives and programs are established
to manage the related risks.

WILLING
where IT departments are willing to provide information related to IT operations and
risks, but only as requested. They’re either engrossed in the responsibilities of daily
operations or have found comfort in independence granted by an organization too
bewildered or overwhelmed to consider what questions they should be asking IT.

RESISTANT
where IT departments resist, avoid or ignore attempts to gather information about
their activities either because they are too busy or feel that such requests indicate a
lack of trust.

Most IT departments are willing to assist management when requested. The critical challenge is
asking the right follow-up questions to an initial response from IT. Their answer to the
second or third question is often where the true risks are discovered.

Boards and executive management need an independent resource to peel back the layers
of obscurity and provide an unbiased view into their organization’s IT.

INDEPENDENCE PROVIDES CLARITY
Research conducted by the United States Computer
Emergency Readiness Team (CERT) found that the
most likely architects of cyberattacks are system
administrators or other IT staff with privileged
system access.
Stories of white collar crime, employee fraud and
insider threats permeate our newsfeeds:

“California man pleads guilty to using a database
of stolen trade secrets to generate more than
$300,000 in gross sales and $60,000 net profit
for himself.”
Boards and executives need to understand that the people they entrust to manage
their IT systems, in many cases, have the ability to do almost anything to the data
residing on those systems. Company and customer data, including financial, health
and proprietary data, can be viewed, modified or erased by those responsible for
developing and administering systems.
Organizations can become entirely reliant upon a person, group or vendor who
can (through either mistakes or malicious intent) make everything appear to be OK.

“Software programmer found guilty of planting
malware in the network of the investment bank
where he worked, resulting in damages costing
over $3 million.”
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WHAT SAFE DRIVING CAN TELL US
ABOUT STAYING SAFE ONLINE

DRIVING A CAR CARRIES ITS OWN INHERENT RISK. DESPITE THESE
RISKS, MOST OF US CONTINUE TO DRIVE EVERY DAY.
As a society and as individuals, we take steps to incorporate safety
into our daily driving activities. Specifically, there are three things
that help keep us safe when we drive:
Traffic safety laws, car safety features and safe driving habits.
We make safety a key factor every time we get into the car.

Motor vehicle accidents are the leading cause
of death for people ages 16 through 24. 1 In
the United States, there are an average of
6,405 injuries and 90 fatalities every day
from motor vehicle accidents. 2
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WHAT DOES THIS HAVE TO DO WITH CYBER SECURITY?
We can incorporate the same concept of safety laws,
features & habits into our cyber security activities.

CYBER SAFETY LAWS

CYBER SAFETY FEATURES

Governments recognize the dangers of cyber space

Just like automobiles, yesterday’s cutting edge, optional safety features become today’s standard features.

acknowledging that online identify theft, espionage,
fraud and predators all pose a danger to the safety
and stability of our society.
Accordingly, many government bodies have begun
establishing laws and regulations to protect online
entities and users. The United States federal and state
governments have enacted laws related to cyber
security.

However, these regulations do not address a number
of industries that have a significant effect on the
processing and communication of data, including
software companies and internet service providers.

Despite these laws, breaches continue to occur.

Examples of common safety features employed in today’s products include:
• Enforcing password complexity requirements (e.g., minimum password length and use of special characters)
• Predefined, personal questions to facilitate password resets and first-time logins
• Masking sensitive information (e.g., displaying social security numbers as XXX-XX-1234)
• Automatically logging off a user or ending an online session after a period of inactivity
• You should understand the safety features of the software and online services they use and look for products
and services that offer more robust security. You should not override or try to circumvent security features.
• Just as automobile manufactures conduct safety recalls, most software vendors periodically update their
products to address any newly-discovered security flaws. You should register purchasedzsoftware with the
vendor in order to receive software security updates. You should not ignore or postpone software updates
provided by vendors.
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SAFE CYBER HABITS LIKE DRIVING A CAR, SAFELY NAVIGATING CYBER SPACE REQUIRES THE DEVELOPMENT OF SAFE HABITS.

LICENSE

Like any habit, these take time to develop and must be performed consistently and continually. Some examples of safe online habits include:

BE SKEPTICAL OF ALL LINKS AND ATTACHMENTS. No matter where you encounter one of these, whether in an email or on a website, consider the source
and its contents. Why was this email sent to you? Where will this link take you? Always err on the side of caution and reach out to the sender before
opening their email, or delete the email if you don’t know the sender.

GUARD PERSONAL INFORMATION. Be careful about what personal information you choose to share online. Do you really know who can view this
information? Are you confident this online service will protect your information?

MANAGE YOUR PASSWORDS. Foster good habits for these words and phrases that protect your online information. How often do you change your
passwords? Are they easy to guess? With whom do you share your password? If you’re not already, consider using password management application
such as “Password Safe”, “Universal Password Manager” or “KeePass”. They are free and very helpful in managing passwords.

DELETE

DELETE ACCOUNTS FOR OLD UNUSED WEBSITES. Remember that Yahoo account you set up seven years ago but haven’t logged into for years? Each of
these dormant accounts represents a potential security risk. If you no longer need an online account, consider going through the process of having the
vendor remove it.

As a society and as individuals, we need to deepen our commitment to online safety and security by continuing to develop
the laws, safety features and habits that will protect us. Safe driving out there!
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OUR MOBILE LIVES
WHAT’S YOUR ‘APP’TITUDE?

A continuously mobile workforce presents several
unique cyber security risks, requiring attention from
across your organization.

??

WHAT ABOUT LIFE BEFORE A MOBILE PHONE?
Whether you spent more of your life without a phone in your pocket or if you have never
lived without one, we can all agree that smartphones and the applications they come with
have changed the way we do business.

NEED DIRECTIONS TO A CUSTOMER’S OFFICE?
Pull it up in Google Maps. Need to check in for your flight or your hotel? We have an app
for that! Need to find a place to go to dinner tonight? Search for local options on Yelp. The
conveniences of mobile apps extend into our professional lives as well, with always-available
email, mobile business analytics tools, etc.
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APP SECURITY

DATA ENCRYPTION

USER BEHAVIOR

WIRELESS SECURITY

While there have been significant im-

BRING YOUR OWN
DEVICE (BYOD)

Implementing proper data encryp-

The upsurge of mobile device usage

Free public Wi-Fi seems like a great

provements in recent years, some the

One of the primary challenges of

tion solutions is a key strategy for

has resulted in a significant increase

idea, but it can be a big risk for

apps you install on your smartphone

security in a mobile world is the

management of mobile devices.

in the use of personal devices to do

personal data theft. Most people

still pose a significant risk to personal

blending of personal and profession-

Encryption solutions are required for

company business in public loca-

believe that their information is

and business data. Be cautious of the

al data on a single device, owned by

data at rest on mobile devices (lap-

tions. One of the most effective risk

secure as long as they type in their

permissions you are granting an app

your employee. When employees are

tops, smartphones, tablets, etc.)

management strategies includes

username and password. However,

at the time of installation. Be cautious

allowed to use their personal devices

training employees to be aware of

on a public Wi-Fi or any network

when installing apps from unknown

to access company information, prop-

their habits- think: Safe Cyber Habits

that is not known to be a trusted

sources.

er use of Mobile Device Management

from the page before!

network, you must take security steps

(MDM) is particularly important.

to protect yourself.

Organizations should have effective
mobile device policies and procedures in place.

Mobile technologies have increased convenience and business potential while significantly adding to our cyber security risk.
More than ever, it is critical that your whole organization develop an “app-titude” for cyber security!
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WHERE DO WE GO FROM HERE?
TAKE ACTION AND GAIN CONFIDENCE IN YOUR
CYBER SECURITY DIRECTION WITH EIDE BAILLY’S

CYBER SECURITY

COMPASS

The Cyber Security Compass is an analysis of your cyber security strengths and weaknesses,
along with recommendations for how to address key risk areas. This assessment will provide
your board or executive management with a big-picture view, enabling them to prioritize
action in regards to the organization’s key cyber security risks while equipping IT leadership
with the detail necessary to make corrective actions.
The importance of a comprehensive cyber security plan can’t be overstated. Regardless of the
size and capabilities of your IT environment, it’s your top leadership who bear the burden of
ensuring the safety of your data. The goal of the Cyber Security Compass is to help you, as
a decision maker, know you cyber security strengths and weaknesses in order to effectively
control your risk areas.
The Cyber Security Compass can be your organization’s guide toward a culture of security.

Visit www.eidebailly.com/cybersecuritycompass to get started!
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