CYBERSECURITY CHECKLIST FOR ORGANIZATIONS FROM
AN INCIDENT RESPONSE PROFESSIONAL’S PERSPECTIVE
The following cybersecurity checklist has been prepared from a cybersecurity incident
professional’s perspective based on extensive experience in investigating cyber
incidents. The checklist covers six common areas prone to intrusion and is meant
to be a practical guide for organizations to raise cybersecurity awareness.

1. EMAIL ACCOUNTS
FOCUS ON:

ASK THESE QUESTIONS:

YES

MULTI-FACTOR AUTHENTICATION

Computer user is granted access
only after successfully presenting
two or more pieces of evidence to an
authentication mechanism.

PASSWORD REQUIREMENTS

Passphrases are typically a sequence
of words or other text to control
access. Passphrases are typically
longer and more sophisticated
than passwords.

Does your organization require multi-factor authentication?

Does your organization require a passphrase versus a
traditional password?
Does your organization require a frequent password change
(i.e., 60 or 90 days)?

TAGGING EXTERNAL EMAILS

Tagging external emails is an
important measure in helping identify
spoofed domains. These tags create
“red flags” for the email recipients
and creates additional skepticism
and cybersecurity awareness.

LOGS

Logs capture the who, what, when,
where, why, and how about emails
coming in and going out of the
organization..

Does your organization tag external emails and provide readily
identifiable messages such as “Warning: This email originated
from outside the organization”?

Does your organization retain historical logs for one year
or more?
Does anyone in your organization actively review logs on a
monthly basis for anomalous activity such as unusual Internet
Protocol (IP) addresses or mailbox forwarding rules?
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NO

1. EMAIL ACCOUNTS (CONTINUED)
FOCUS ON:

ADMINISTRATORS

Organizations typically assign global
administrative rights to a user who
can create, delete, and manage all
inboxes within an organization.

ASK THESE QUESTIONS:

YES

Are administrator accounts only used for administrative
purposes?
Are there adequate security controls in the organization to
audit administrator account usage?
Are there mechanisms in place to disable email accounts after
employee turnover?

ANOMALOUS LOGINS

Many business email compromises
contain login activity not belonging
to the intended user. Establishing
normal activity identifies abnormal
activity.

Are both successful and failed logins examined for indicators
of compromise or abnormal IP addresses?
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NO

2. COMPUTERS/SERVERS
FOCUS
FOCUSON:
ON:
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3. NETWORKS
FOCUS ON:

ASK THESE QUESTIONS:

AUTHORIZED ACCESS

Does your organization restrict access to certain folders,
files, or applications?

Authorized access to certain sensitive
information within your organization
should be limited.

LOGS

Logs capture the who, what, when,
where, why, and how about incoming
and outgoing network traffic.

YES

Does your organization monitor for unauthorized access to
restricted folders, files, or applications?
Does your organization retain historical logs for one year
or more?
Does anyone in your organization actively review logs on a
monthly basis for anomalous activity such as unusual Internet
Protocol (IP) addresses, system, file, or folder access?

NETWORK DATA TELEMETRY

Network data telemetry is sometimes the only evidence that shows
evidence of data exfiltration. Without
this telemetry, an organization may
be unaware that bad actors may be
stealing large amounts of data.

Does the organization have the technology in place to gain
visibility into network data flow as well as the ability to
investigate this activity?

FIREWALL SECURITY

Firewall technology is an essential
piece of network security. However, a
firewall device without active security
management and configurations can
allow unwanted activity.

Does the organization maintain firewall technologies and
enhance the firewall security capability with incident
threat intelligence?
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4. MOBILE DEVICES
FOCUS ON:

MOBILE DEVICE MANAGEMENT

Mobile user is granted access only
after successfully presenting two
or more pieces of evidence to an
authentication mechanism: knowledge, possession, and inherence.

PASSWORD/PASSCODE
REQUIREMENTS

Password/passcode typically consist
of text, numeric, and/or special
characters to prevent unauthorized
access to a device.

ASK THESE QUESTIONS:

YES

NO

YES

NO

Has your organization implemented a mobile device
management system to safeguard employee activity on
the mobile devices that are connected to the
organization’s assets?

Does your organization require a password/passcode for all
mobile devices, whether organization or employee owned,
that are used for business purposes?

AUTHORITY

The purpose of a cybersecurity
incident response investigation is to
identify and document an incident
vector (point of entry). Many times,
an incident vector is created when a
user clicks on a malicious link in an
email from a personal mobile device.

Does the organization have the appropriate authority to
confiscate and examine personal mobile devices during
an incident investigation?

5. DATA RETENTION/DESTRUCTION POLICY
FOCUS ON:

ASK THESE QUESTIONS:

DATA RETENTION/
DESTRUCTION POLICY

Does your organization have a formal data retention/
destruction policy in place covering data maintained within
corporate emails accounts, computers, servers, networks,
mobile devices and applications?

Organizations should have a data
retention/destruction policy in place
to mitigate the risk of data loss due
to a cybersecurity incident.

Does your organization enforce its data retention/
destruction policy?
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6. ELECTRONIC FUNDS TRANSFER PROCESS/CHANGES
FOCUS ON:

ASK THESE QUESTIONS:

YES

BANK ROUTING AND
ACCOUNT CHANGES

Organizations will receive and/or
send requests for changes inclusive
of changes to bank routing and/or
account information. Organizations
should have a process in place to
verify the requested change.

Does your organization require physical verification (i.e. in person or via phone) of bank routing and/or account information
before a change is executed?

CONCERNED YOU MAY HAVE ENCOUNTERED A POTENTIAL CYBERSECURITY INCIDENT?

WE CAN HELP!

What inspires you, inspires us.
1.866.999.8362 | eidebailly.com/cybersecurity
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